
6 ways to prevent your business 
from being held to ransom
It’s a modern problem. 
Businesses large 
and small are under 
attack from 
increasingly aggressive 
ransomware attacks.
These attacks can be devastating, 
not just financially but for your 
company’s vital data too.

In case you haven’t come across the 
term before, ransomware is one of the 
most widespread and damaging threats 
that internet users face. Simply opening 
a document in an email could activate 
an attack; your vital data would be 
encrypted and you would not be able 
to use it until the ‟ransom” is paid.

We are now experiencing a new era of 
file-encrypting ransomware variants 
delivered through spam emails, internet 
links (some links even appearing on 
reputable news sites) – extorting money 
from any business they can get into. And 
even if you do pay… it’s never guaranteed 
that things will go back to normal.

A recent study showed 72% of business 
users infected by ransomware could not 
access their data for at least two days 
following an outbreak and 32% lost 
access for five days or more. As a result, 
organisations had significant data recovery 
costs, reduced customer satisfaction, 
missed deadlines, lost sales and, in 
many cases, traumatised employees.

As with all these types of problem, prevention 
is better than a cure, so here are our 6 steps 
to helping prevent ransomware attacks.

What do I need in place 
to help prevent an attack?
 Back-up strategy

  Regular, comprehensive and encrypted back-ups of your 
company data are vital for protection. Verify the data integrity 
of back-up files and databases. Keep your data secure and backed 
up offline and offsite. Encrypting your back-up data ensures that 
you won't have to worry about it falling into the wrong hands.

 Stay up-to-date

  New security features come out all the time – make sure 
you are keeping up to date. For example, Office 2016 now 
includes a control called ‟Block macros from running on Office 
files from the internet“, which helps protect against external 
malicious content without stopping you using macros internally.  
Keeping on top of patches for frequently used installation 
applications for the web like Adobe Flash Player, Java, etc..

 Education

  Awareness is key. Making sure your staff know it's ok to 
question unsolicited or unexpected emails with attachments, 
this education can do much of the work for you. Crooks rely on 
the dilemma that’s caused when someone receives a document 
and doesn’t know whether to open it – if in doubt – don’t.

 Protecting your Network

  Security at the perimeter of your network (your internet 
firewall). Standard firewalls work on defined list of ports that are 
allowed in or out of the building. Hackers have wisened up to 
this and now run their attacks inside those standard ports; so to 
help the fight against these attacks, we advise to get in place an 
advanced firewall that scans the traffic running inside those ports. 
With the addition of content filtering (category based) for blocking 
access to the Dark Web websites that the hackers typically run 
their attacks from; this is akin to CCTV actively watching who’s 
coming to the door and attempting to stop people entering. 
Technology Management recommend Sonicwall Firewall for these 
advanced firewall services, but other vendors are available.

 Protecting your servers

  Security. Antivirus software and security software should be 
considered essential for any business to protect against ransomware; 
keeping your business applications patched and updated to minimise 
vulnerabilities. With the right protection in place your antivirus 
software will help to block potential threats and alert users.

 Stopping email threats

  The best defence from booby-trapped emails is your 
email gateway. Anti-spam technologies stop ransomware 
emails, while antivirus scans for and blocks email-borne 
threats. Whilst time-of-click technology stops you and your 
users from clicking through to infected websites – even if 
they were clean when the email entered your inbox.
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Get protected and drive forward

If you feel you need help 
protecting your organisation from 
ransomware get in touch with us:

Call: 01902 578 300 
Email: hello@tecman.co.uk 
Visit: www.tecman.co.uk

Technology Management 
St Mark's Church, St Mark's Road 
Wolverhampton WV3 0QH


