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Do you leave your doors 

unlocked? Well don’t do that 

with your data! 

(Permissions/Security Strategy)
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Is everything clear? ~ 45 mins Q & ACan you hear me?
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Hi!

Edward Gardiner + George Murcott
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What we’ll cover

Agenda:

1. What you get out of the box & the issues

2. Strategies for managing Permissions

3. Making sure Apps are accounted for

4. Lock down further with Security Filters

5. License Configuration to prevent initial issues

6. Next steps?

7. Resources!
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Permissions out of the box
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Default Permissions:
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What’s good/bad about out the box permission?

• Let users do everything they need 

to do on the system without 

errors

• Has a small degree of lock down

• Users

• Company Creation

• Permissions

• Some out the box permission sets 

are self-explanatory and easy to 

use

Good:
• Users can do EVERYTHING, 

including what they shouldn’t do

• Setup Pages

• Edit Master data

• See everything

• Bank Details, Balance & Entries

• All GL Balances & Entries

• Can technically delete companies
• No Apps/extensions! So can cause errors

• Even the more ‘restrictive’ out the box sets

tend to give more permissions than wanted

Bad:
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The Historical issues & ‘Fixes’

• Users can’t access pages because of lack of app/extension 
permissions?

Give them Super!

• Not sure what the user needs to do on the system?

Give them Super!!

• Need to completely lock down the system?

Spend hours using Recordings, copied permission sets, testing, getting 
errors, scaling back, realising you have overlap between permission sets!!

• An upgrade means a permission set you’ve copied has 
changed/broken!

A small notification MIGHT be present, and you will have to fix the ‘missing’ 
permissions!
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How do we better manage this?
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Permission Strategies
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Permission Strategies
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Permission Strategies
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Permission Strategies
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Three Methods

Simple: Focused: Recorded:

• Base Permission Set

• D365 Bus Full Access

• D365 Bus Premium

• Any Required 

app/extension 

permission sets

• Excludes used within the 

main area to prevent 

access to key setup 

pages and areas the user 

should not have access 

to.

• Multiple ‘Base’ permission 

sets relevant to the users 

job role to better lock down 

the system compared to the 

Simple method

• D365 Basic included as a 

minimum

• App/extension sets

• Excludes to prevent access 

to key setup pages & 

undesired areas.

• Uses a secondary 

Permission Set as a 

recording area

• Record EXACTLY what the 

user(s) need to do 

• Still include relevant app-

based permission 

sets/Excludes as a 

security measure.

• The most time intensive 

for both creation and 

testing. 
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Giving it a go!
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Tying up loose ends?
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Security Filters: Testing:

• Further lock down a page

• Think of it as filtering to ‘What 

data a user can see on a page’

• Requires Testing AND review 

to ensure no other 

permissions against the user's 

name give access to the 

filtered tables without a filter 

(this will render it useless!) 

• Requires you to work with the 

user who you have applied the 

permissions to

• Best done on a sandbox so 

they can try posting/process’ 

without issue

• Test

• Test!

• Test!!
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Review User Permissions: License Configuration:

• Ensure no overlap

• Remember, if 50 permissions say 

a user can’t edit something, but 

the 51st does, they WILL be able 

to edit that data

• Less is more! 

• What permissions a user gets out of 

the box

• Perfect way to prevent the high-level 

access permissions sets (Full 

access/premium) from ever being 

added to a user

• Could be used to roll out a collective 

Apps permission set.
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Can this be taken even further?
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Security Groups: Profiles/Roles:

• Automatic Addition of Permission 

Set(s) to a user

• For best effect, requires the ability 

to have access to your 

Entra/Microsoft 365 Admin areas

• Only way to remove permissions 

given to a user this way would be 

to remove the user from the 

group, or remove the permission 

from the group itself

• Set up the screens for users

• Add in reports/fields/Personalisation 

for a more standardised experience

• Can now Lock fields on a profile to 

give a discourage changes at a field 

level

• This gets even stronger if you 

remove users' permissions to 

change profile/role
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Resources
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In review

What we covered:

1. What you get out of the box & the issues

2. Strategies for managing Permissions

3. Making sure Apps are accounted for

4. Lock down further with Security Filters

5. License Configuration to prevent initial issues

6. Next steps?

7. Resources!



Thank you.
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